
Performing a Penetration TestPerforming a Penetration Test



Presentation OutlinePresentation Outline
• Recap of Yesterday

• Penetration Test Phases
–– DiscoveryDiscovery
–– Footprint AnalysisFootprint Analysis
–– PenetrationPenetration

• Q & A



RecapRecap



YesterdayYesterday
• Set Objectives & Scope

–– You’ll spend your time and money on valuable resultsYou’ll spend your time and money on valuable results

• Select an Appropriate Approach
–– If you take a generic approach, you get generic resultsIf you take a generic approach, you get generic results

• Choose the Right Partner
–– Just like ballroom dancing, if your partner has no experience, Just like ballroom dancing, if your partner has no experience, 

you will probably end up face down on the flooryou will probably end up face down on the floor

• Use the Results
–– The knowledge is only as good as how you use itThe knowledge is only as good as how you use it



Types of AssessmentsTypes of Assessments
External Penetration

–– Attempt to gain access to systems, networks, and Attempt to gain access to systems, networks, and 
applications from an external network / Internet.applications from an external network / Internet.

Internal Security Assessment
–– Attempt to gain access to systems, networks, and Attempt to gain access to systems, networks, and 

applications from the internal network.applications from the internal network.
Application Testing

–– Focused attempt to gain access to a single specific Focused attempt to gain access to a single specific 
application and the infrastructure supporting it.application and the infrastructure supporting it.



Types of AssessmentsTypes of Assessments
Wireless Penetration

–– Attempt to gain access to servers, networks, and Attempt to gain access to servers, networks, and 
applications through wireless networks.applications through wireless networks.

Telephony / Remote Access Testing
–– Attempt to gain access to servers, networks, and Attempt to gain access to servers, networks, and 

applications through both traditional PBX and VoIP applications through both traditional PBX and VoIP 
systems.systems.

Social Engineering
–– Attempt to gain information, knowledge, or access Attempt to gain information, knowledge, or access 

through nonthrough non--technology sources. “Dumpstertechnology sources. “Dumpster--diving”, diving”, 
impersonating an employee, piggyimpersonating an employee, piggy--backing, creative backing, creative 
discussions.discussions.



Assessment ApproachesAssessment Approaches
• BLACKBOX

–– Also known as “Zero Knowledge”Also known as “Zero Knowledge”
–– Requires 100% discovery on the part of the testerRequires 100% discovery on the part of the tester

• WHITEBOX
–– Sometimes called “Crystal Box” ApproachSometimes called “Crystal Box” Approach
–– Tester is provided with network diagrams, IP Addresses, Tester is provided with network diagrams, IP Addresses, 

Configurations, and Source CodeConfigurations, and Source Code

• GREYBOX
–– A hybrid approachA hybrid approach



Scan vs. PenetrationScan vs. Penetration
A vulnerability assessment is the process of 
identifying and quantifying vulnerabilities in a system.

A penetration test is a method of evaluating the 
security of a computer system or network by simulating 
an attack by a malicious cracker. The process involves 
an active analysis of the system for any weaknesses, 
technical flaws or vulnerabilities, and can involve active 
exploitation of security vulnerabilities.

Source:  Wikipedia - http://en.wikipedia.org/wiki/Penetration_test

http://en.wikipedia.org/wiki/Penetration_test


More Than Just NESSUSMore Than Just NESSUS
PENETRATION TEST:
• Identifying targets from 

publicly available information

• Unauthorized Internet 
Connection Detection

• War Dialing

• War Driving or War Walking

• Manual Detailed Testing

• Attempt to exploit weaknesses 
in employee activity

• Exploit physical controls

• Minimal possibility of false 

SCAN:
• Point a Vulnerability Scanner 

at a list of systems and 
retrieve a list of known 
vulnerabilities associated with 
the discovered technology

• Can result in false positives

positives



The MeatThe Meat



It Is Really Easy, Right?It Is Really Easy, Right?



Step 1:Step 1:
DiscoveryDiscovery



What We Are Looking ForWhat We Are Looking For
•• Public Information About the TargetPublic Information About the Target

•• Anything that tells us about their Anything that tells us about their 
infrastructureinfrastructure
–– DomainsDomains
–– SystemsSystems
–– NetworksNetworks
–– UsernamesUsernames



Where Do We Look?Where Do We Look?
•• Internet RegistrarsInternet Registrars

www.arin.netwww.arin.net www.internic.netwww.internic.net
www.afriNIC.netwww.afriNIC.net www.APNIC.orgwww.APNIC.org
www.LACNIC.netwww.LACNIC.net www.RIPE.netwww.RIPE.net
www.nic.mil/DoDNIC.netwww.nic.mil/DoDNIC.net

•• WhoisWhois
–– Numerous Tools: Numerous Tools: whoiswhois, Sam Spade, Sam Spade

•• Google / Yahoo / Google / Yahoo / AltavistaAltavista……
–– Look for system referencesLook for system references
–– Scavenge for login namesScavenge for login names
–– Look for Look for blogsblogs & email lists with domain name& email lists with domain name



GoogleGoogle



Exercise 1:Exercise 1:
Objective:Objective:

Obtain Information Regarding ISACA

Tasks:Tasks:
–– Search Search ArinArin
–– Search Search InternicInternic
–– Search Search WhoisWhois
–– SubSub--searches searches –– netblocksnetblocks
–– Perform DNS “dig”Perform DNS “dig”
–– Search GoogleSearch Google



Exercise 1:Exercise 1:
Open Web Server

Go to: www.arin.net

Input into “Whois” Search box:
“Information Systems Audit”

Select “Search”

http://www.arin.net/


Arin.NetArin.Net



Arin.NetArin.Net



DiscoveryDiscovery
www.Internic.net

Domain Name:ISACA.ORG
UTC Sponsoring Registrar:Network Solutions LLC (R63-LRMS) 
Registrant ID:6073105-NSI 
Registrant Name:Inf.Sys.Audit and Control Association 
Registrant Organization:Inf.Sys.Audit and Control Association 
Registrant Street1:3701 Algonquin Rd, Suite 1010 
Registrant City:Rolling Meadows 
Registrant State/Province:IL Registrant Postal Code:60008 
Registrant Country:
US Registrant Phone:+1.8475907461 
Registrant Phone Ext.: 
Registrant FAX: 
Registrant FAX Ext.: 
Registrant Email:rriba@isaca.org
Name Server:NS49.WORLDNIC.COM 
Name Server:NS50.WORLDNIC.COM 



Sam SpadeSam Spade



Sam SpaceSam Space



Sam SpadeSam Spade



Sam SpadeSam Spade
Dig



Sam SpadeSam Spade
Zone Transfer



Step 2:Step 2:
FFØØØØtpr1nt1ngtpr1nt1ng



What We Are Looking ForWhat We Are Looking For
•• Systems and Devices to TargetSystems and Devices to Target

•• What Type of System or DeviceWhat Type of System or Device

•• Where They Exist in the NetworkWhere They Exist in the Network

•• What Vulnerabilities They HaveWhat Vulnerabilities They Have



How?How?
•• PingPing
•• TracerouteTraceroute
•• NmapNmap
•• NessusNessus



PingPing



TracerouteTraceroute



NmapNmap
• -P0 = Scan hosts even if they don’t ping
• -s = set type of ping (TCP, SYN, ACK…)
• -p <port ranges, UDP, TCP>
• -O = operating system detection

• All kinds of techniques to identify hosts
• IDS Evasion options



NmapNmap



NessusNessus
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