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r What is ‘Wireless’?
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http://standards.ieee.org/getieee802/802.11.html
http://standards.ieee.org/getieee802/802.11.html
http://www.wi-fi.com/
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r Technical Risks

e Completely insecure vendor defaults
o No WEP enabled, weak default SSIDs/passwords*, etc.

e Native security mechanisms alone limitec
o MAC filters, disable ‘beaconing’ (SSID broadcast), etc.

e Availability of scanning tools to identify APs
o Your grandmother probably knows about Netstumbler

e Weak, device-only authentication
o Spoofing, MITM attacks, & rogue APs
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r More Technical Risks

e “Much less greasy chips under $20”
o or “From Pringles cans to PVC pipes”

O

e The Accidental Tourist asks “Is there a wireless network...”
o Broadcast (“ANY”) or null ESSID

O

e 2.4 GHz cordless phone/microwave or ‘Omerta’ DoS for ‘b’ & ‘¢’
o DoS trivial since disassociation is a single, unauthenticated frame
o DOD concerned about more interference with ‘a’ and certain comm
frequencies
e Passive sniffing (management/data frames) almost undetectable
AMERICAN o Kismet, unlike Netstumbler, can be very quiet
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http://www.oreillynet.com/cs/weblog/view/wlg/448/
http://www.cantenna.com/whatis.html
http://www.techtv.com/screensavers/wirelessandmobiletips/story/0,24330,2185567,00.html
http://www.turnpoint.net/wireless/images/pringlesonstandbig.jpg

Technical Risks: Open Source

printf("Omerta [802.11b network silencer]™wn™);
printf(“Listening for 802.11b data frames...%wn");

F% ensure monitor mode 1s on *f
do_1o0ctlC™1™, rl);

for C(n = 033)

{

F* read a frame from the ether *f

¢c = radiate_read(&rbuf, r);

1f (¢ == -1)

{

fprintfi(stderr, "radiate read(): ¥s", radiate geterror(rl));
return CEXIT_FAILUREY;

H

1f (¢ < s1zeof (struct hfa3dBbhx rx framel)

{

fprintfi(stderr, "Short frame (¥d bytes).%wn™, c);
continue;

H

r®x h = (struct hfal38bdx rx frame *)rbuf;
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r Even More Technical Risks

e Once associated, all traditional network attacks apply

e Free HotSpots (opportunity for anonymous attacks)
o (Bowling Green, Rector Place)
o Starbucks (T-Mobile $)
o Hotels
o Alrports
o Convention Centers

e AP power and signal ‘bleed’
o ‘| can see for miles and miles and miles and miles...”

r o Networks have been easily accessed “long distance”
AMERICAN
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http://www.nycwireless.net/
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r Technical Risks: Tools: PDASs

w A=Y )6 — Pocket_PC (=<
MAC SSID
{_) 000F3D06295F  default
{2 000C4141FF30  Levon's Crib
{@) 000C416E978C  ZuHause
{_) 0080CB0B50F4  default
{3y 00045ADAGCIF  linksys
() 000DBC25F61A  tmobile
{_) 000625E5D773  linksys
{_) 0009ESE
{_) ODD95B3E4AF2  Wirsless
{) 000C41DADDFC  PMSI
{@ 000625DDBC67  maddog
() 000C41C2437F  autobahn
j?lnﬂlnrlzﬂ???HFFHq JWIRFR3N

3

File Zoom Tools Help

WiFiFoFum & ff 11:19 €9

-

[ »
Ready |Not scannirl|GPS Off  [[87 |

File View [ E|A Tools Scan iPAQ ] @@ E|‘

MiniStumbler WIiFIFoFum

i
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=l dragom@gir.lan.nerv -un.net:rhomesdragom
B-Metworks——{Autofit)-——

Lechnical Risks: Tools: Kismet
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| Mame T W Ch Packts Flags | |
| + 5t Francis G N O7 324 0.0.0.0 || Mtwrks |
| YEHWOUND A Y 11 45 a.0.0.0 | | 2z |
| + Cenhiud—-POkK G M OB 339 a.0.0.0 || Pckets |
| cno ssid:r A M 01 1508 U3 10,132 .11%2 .0 | | pl4s |
| cvsretail AN 11 1091 0.0.0.0 || Cryptd |
| + IEM-POK G Y 00 432 a.0.0.0 | | 386 |
| pserwaplo3 ALY 07 56 0.0.0.0 | Weak |
| linksys A Y 0B 155 a.0.0.0 | | 0|
| “cno ssid: A Y 11 175 .00 || MNoise |
| tsunamisgt3IRZ4t AN 06 4 0.0.0.0 || 0|
| {no ssid> A Y D& 58 0.0.0.0 || Discrd |
| default A M 11 284 a.0.0.0 | | 1448 |
| arlington AN 0BG 15 0.0.0.0 | |
| linksys A Y 06 81 a.0.0.0 | | |
| LuoHomeMet A Y DB 1107 0,.0.0.0 | | |
| . linksys A M OZ 107 a.0.0.0 | | |
| I CPT_Wireless A M o1 170 a.0.0.0 | | |
| I WLAM A M 11 R a.0.0.0 | | |
| | | |
| | | |
| || Elapsd |
L 4 L-0o0Z03--
rstatus--------------- - - - - - - - - - - "\ - -\ "\ -\ "\ " -\ -\ """ 1
| Detected new network "WavelAN Metwork" bssid 00:02:20:22:86:C1 WEP M Ch 10 @ |
| Detected new network "WLAN" bssid 00:90:01:00:09:57 WEP M Ch 11 @ 11.00 mbhit |
| Detected new network "CPT_Wireless" bssid Q0:02:20:00:04:C0 WEP MW Ch 1 B 11. |
| Detected new network “linksys" hssid 00:04:5A:0D:56:0F WEP M Ch 2 B 11.00 mb J
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r Technical Risks: WEP

e Short (24 bit) IV In key
o Wraps and repeats in data stream

e \Weak (40 bit on older cards) crypto
o Allowing brute forcing of key

e Shared keys w/out regular auto update
e Flawed RC4 model allowing key recovery
e Only data encrypted and not management traffic
e No mutual authentication to protect from rogue APS
e Replay/forgery attacks possible

* e Wi-Fi Protected Access (WPA) PSK weakness
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r Technical Risks: WEP

|:5-:5:iiu|1 Eclit  WView Bookmarks  Settings  Help

i rootEE [T" (] T..-_l # l

Wi _ | PH Enumeration
[nternet Tools 1% Scanners
Media Tools [ Briiteforce

Configuration L) Sniffers Aireracl-2.1

Syatem ! Exploits
| Find Files Cisco Tools

Web Proxies

Aireplay-2.2

i B ) Kismet
Adrsnctt ) Kismet-conf
Weplah
Void11

Preferences [Databases

lerminal Sessions Fuzzers

Run Comimand...

v W vy v v v ¥ W W W w

Lock Session 2 Bluetooth

I
oI 1
L

Logout,.. e Utilities

& G L =" el [nstall Whoppix
S8 3 mEsieE e o A bootable CD!
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k;;lj

L
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http://www.hackingdefined.com/index.php/Tools
http://www.hackingdefined.com/index.php/Tools
http://www.hackingdefined.com/index.php/Image:Dragon_1024.jpg

r Technical Risks: WEP

Iil : : : : ZZ : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : :

Session  Edit View Bookmarks Settings Help

Metwork List—I(First Seen)

Mame W Ch Packts F4 Select a target and

amira] A Y 006 12 a channel
D1Z2lewvel: A M 011
aln] 1> S N
sl » A0 Q01

Cho ssid> & 0 005 2 D.o.0.C
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r Technical Risks: WEP

root oot A<

root root

root root

root root

2 root root

root oot

r—r—— 1 root root

root root 159

root root 751

module
run aireplay
# . wla

|:|::f'|.54r|r_'|El'|

Ny Set radio in promiscuous
mode on same channel

rootEZ

9 ST,
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B shell - Konsole | shell - Konsole &
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Technical Risks: WEP

Session Edit View Boolmarks Settings Help

airodump 2.1 - (C) Z004 Christophe Devine

rootBl[aircrack-2.1]4 ./airodump wlan0 Zplus]

ailrodump <wlfl 1nter > <output flilenamggd

Session Edit View Boolomarks Settings Help

rootEZlaireplay-2.214% .73l ® 8512 wland

Copyright © 2005 American Savings Bank
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Technical Risks: WEP

|Sessinn Edit View Bookmarks Settings Help

rootBZlaireplay-2.214 .73l

lze this packet 7

=awving chosen packet in replay_src-050519-111

Sent 114949 packets...J} o

Session  Edit View Boolkmarks Settings Help

EMC

OFM
WEF

...to generate
more traffic

\\F!
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-0 13 : [Less print m

file>

rootEl[aircrack-2.: falrcrack -n 64 Zplus.cap

Openir
Choosin
eadir

[00:00:03] Tested 63453 keys {got 581999 IVs)

-

=W 20 = T M= @ m

3E( 58)
4B( 154)
94( 62
96 58]
6D 125)
B3 38)
DE{ 87)
BY({ 442)
Bd( 322)
49( 313)
CT( 188)

B e e R g R R
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byte{vote)

B5(
F4(
B&(
B4
17(
9E(
96(

aircrack 2.2

15)
26)
45)
39)
39)
28)
51)

AE{ 148)

EC(
Adf

87)
B0}

45( 169)

3E:4B:94;

BF(
9E(
4E(
BF(
BE(
A2 [
95(
B1{
EE(
JB(
94

96 60:03;

13)
24)
28)
15)
15)
24
39)
30)
52
511
84d)

4E(
ae(
SE(
F1{
BAL
FE{
B2
ADT
EB{
751
25(

DB: B7; 64:

Technical Risks: WEP

Cracking a 64-
bit key

13)
15)
27)
15)
15)
24)
24)
21)
41)
45)
58)

D7 {
38
8E(
41¢
321
E7{
AFT
B
771
OB
o3|

49:CT FT:

13)
13)
15)
13)
13)
18]
20)
16)
37)
42)
55)

128-bit just takes
More packets

19



r Technical Risks: WEP

Session Edit View Bookmarks Settings Help

rootBllaircrack-2.11% iwconfig wlan0 key 11332223335

Session Edit View Boolkmarks Settings Help

rooctBllairc
PIMNG . 1 ooog
k4 bytes +Tﬂm
s From Bf 1 ] - 1|mp
= from Bt 19 - llmr
s +rom bBhb.Z¢

g””an com plng st

round- Trip mir
rootiElLEs

i
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r Technical Risks: WEP

crack -w Apentest/dictionariessall out,cap

The same works
For WPA PSK

Index number of target network 7

Session Edit Wiew Bookmarks Settings Help

Accomplished w/
Dictionary attack

t

v : c

AMERICAN An | (M shell i
gs Banl 21
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Technical Risks: WEP

. B0Zether 2.1

882ether 2.1 - <(C> 28684 Christophe Devine
usage: 8B02ether <{pcap infile> <{pcap outfile> <wep key>
exanple: 8B82ether wlan.cap ether.cap 99BCBA1FA40

input pcap filename: capture.cap

output pcap filename: capclear.cap
WEP key '.' = none): 316e7433726c316e6b62346279 :
Read 384 packets, wrote 44 packets. W/ key IS easy

Decrypting traffic

Press Ctrl-C to exit.

{&¥ mifllclr.cap - EBthereal

Be fdt yew Go Cootwe gnshee Jativic beb

aaaﬂmaanwam@amsy%‘@ma@.f

18 20.000000 172.16.1.4C 204.127.198.10

19 20.000000 204.127.19E8.10 172.16.1.40

20 20000000 172.16.1.4¢ 204.127.108.10

21 20.000000 204.127.195,10 i72.16.1.40

22 20.000000 204.7127.19E.10 172.16.1.40

23 20000000 172.16.1.4C 204.127.195.10

4 JU.0UQUUD S04, 1219810 1/4.18.1.40 i : Al s
25 20000000 204.127.105.10 172.16.1.40 FOR Response: +0K ready
28 20,000000 172.16.1.4¢ 204.127.188.10 FOP Fequest: STAT

27 20.000000 204.227.19E8.10 172.16.1.40 =9] = Response: 0K 1 1611
28 20.000000 172.16.1.4C 204 .127.198.10 POP Request: LIST

29 21.000000 2wire_253:62:c4 Broadcast Dx0604 Ethernet II

Copyright © 2005 American Savings Bank
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r Organizational Risks

e Staff have motive, means, and opportunity
o Retail availability: JR Computers, CompUSA, etc.
o Very low cost: under $50 for cards (which can act as APS)
o Ease of implementation: plug and play (insecure defaults)
o Embedded in many new laptops (and PDAs/Tablets)
o Difficult and time consuming to centrally detect

e Very broad (or ‘Board’) acceptance
o Cool and exciting technology everyone wants
o Mobility can lead to increased productivity/ROI
o ‘Corridor Warriors'’
o Staff may already be using it on the road
- hotel, airport, convention, etc.
] o It may already be in your CEO/COO/CIO'’s office...

a
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r More Organizational Risks

e [nadvertent roaming to a stronger AP
o Easy in densely populated urban areas

o Your data could be crossing someone else’s network (or
visa versa)
— Or just be rerouted through a hostile station
- Staff exposing your data and systems thru public hotspots

e Information Leakage thru SSIDs and other fields
e Breaking Chinese walls between business areas

e Scalability, consistency, and availability
o Difficult to deploy securely across enterprise
< o Lost/stolen devices expose WEP and WPA shared key(s)

a
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r Organizational Risks: Two MACs

ff SMAC 1.2 [WBEM On] - Evaluation Edition o ]

File About Purchase

1] Active | Spoofed | Metwork Adapher IF Addresz Active kAT
0007 [ ves | Moo | [ptel[R]PROA000 MT Mobil | 10.101.17.89 00-0D-E0-7i-CE-7,
og  Ye Mo PGPRet Yirtual ldentity Adapter FF-FF-FF-00-00-00

ff SMAC 1.2 [WBEM On] - Evaluation Edition o ]

¥ | Shov Dl Sctive Hebwork Sdapters

Mew Spoofed MAC Addresz

I o _I oc _I oc _I o _I o _I 01 D I Ative I Spoofed I Netnk.ﬁ.aEt . I I.-'-‘-.u:lress _ I ti _ _ I
S OO0 | e Intel[R] PR 000 AT kabil.. | 10107 17 160 OC-0C-0C-0C-0C-01

00g  Yes PGPRet Yirtual ldentity Adapter FF-FF-FF-00-00-00

File About Purchase

= L =L =L =L =L -]

Spoofed kMAC Address

| =
Active MAC Address

| 00-0D-B0-7A-CE-7A A

KL

Dizclaimer: Uze this program at your ownrisk. e are not respons
program is not ko be uzed for any illegal or unethical purpose. Do no F Shove Dnly Active Metwork Adapters

Mew Spoofed MAC Addresz Ipdate MAC Refrezh
I oc _I c _I oc _I oc _I oc _I 0 ﬂ Remove kMaAC Exit
Spoofed kMAC Address
| 0C-0C-0C-0C-0C-01 A
_ KLC CONSULTING, TIHNC
Active MAC Address www. klcconsulting. net/smac
| 0C-0C-0C-0C-0C-01 A
Dizclaimer: Uze this program at your ownrisk. e are not responsible for any damage that might accur to your spstem. This
m program is not ko be used for any illegal or unethical purpose. Do not use this program if Yoo do not agree with this disclaimer.
AMERICAN
Savings Bank 26
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r Organizational Risks: Embedded

d
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ﬂﬂ Wireless Connection Status

|BM Access Connections i managing pour wirglez: network, PaLAN] connection. Tao
change your wireless network, configuration, chck Modify WLAN Settings. To find
available wireless networks, click Find 'WLAN.

— Connechion Status

Operating State:
Signal Strenath:
Signal Quality:
Transmit B ate:

Current Channel:

=101

Searching Wireless Network

The fallowing wirgless netwarks were found.

Select the Metwark name [S510] of the wirglezs netwaork you want ta join and then click Connect.
If & loc:ation prafile for the selected Metwork name already exiztz, it will be uzed. Othemwize, a new
profile will be created automatically.

—ireless Settings

M etwork: Tope:

Mebwark: Mame (55107

M ebwork, Mame | Wirelesz Mode | kAT Address | E ncryption
T JDDG Wireless 20211k 00:90: 40 Pe:00:64 Enabled
" Hookakoo. Org a02.11b 00 06: 25 be; alicd Enabled

o Metwork Stumbler - [Z00509161 10903]

—@ File Edit Wew Device Window Help

D@ R e e

Copyright © 2005 American Savings Bank

D ---[(ﬂ)] Channels: kAT | M arme | Chan | Speed I “endaor
- SSIDs (@ 000C41DEIFF AP g E4Mbps  Linksys

M e T Fikers () 00141C156750  Fesults 1 54Mbps  [Fake)
F @} Q00FERT FFAO0T ehana-ap 9 54 Mbpz Link zps
D @} Q00RZ5BEAOCS Hookakoo.Org g 11 Mbpz Link zps
. @} Q0904C7EDOR4 JODG Wirelezs 11 54 Mbpz Epigram

ity LA S ethings,.. Cloze
27




Organizational Risks: Rogue APs

Access Point Stronger or Closer

! ‘ Access Point
SSID: “goodguy” é

SSID: “badguy”

Wi-Fi Card
SSID: “badguy”

4

a
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http://www.shmoo.com/index.html

r Organizational Risks: Rogue APs

G &

Session  Edit View Bookmarks Settings  Help

root@wifihacker:~# 1wconfig ath@ up

Error : unrecognised wireless request "up"
root@wifihacker:~# 1fconfig ath@ up
root@wifihacker:~# cd Jopt/auditor/big
root@wifihacker: fopt/auditor/bin# MM rsnart
Airsnarf - A rogue AP setup utilg

0.3 for Auditor Linux
The Shmoo Group Another bootable CD!

Creating dhcpd. conf...Done.

Building the captive portal...Done,

Setting the wireless parameters...Done,

Setting the 1p address and default route... Done.

il
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http://new.remote-exploit.org/index.php/Auditor_main
http://new.remote-exploit.org/index.php/Auditor_main
http://new.remote-exploit.org/index.php/Image:Auditors-mall.jpg

r ~Organizational Risks: Rogue APs

;") Wireless Network Connection 2

Network Tasks Choose a wireless network

A Refresh network list Click. an item in the list Below ko connect bo a wireless network in range o ba get mare

infarmatian,

wifihckerdotnet

our fake ap

Unsecured wireless nebwork

_jr_} Learn abouk wireless

networking
_-l(’ Favoaorites €j} .Er___ Vf%
Wi [J Hacker.net
Please enter vour username and passwor
All Usernames and
Username: |testhis) N Password collected will be
rl Password: stored in /tmp/airsnarf.txt
AMERIEAN [ Login ] ’ Cancel ]

‘Savings Bank 30
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r Risks: Not Understanding
Implications

THE INSTALLATION OF A WIRELESS HOTSPOT
VERY NEAR THE NORTH POLE ALLOWED FOR
FABULOUS LAN PARTIES, JUST BEFORE THE
ENTIRE CAMP WENT MISSING.
THE LAST MESSAGE: "DUDE, WE'VE OVERCLOCKED EVERYTHING!"

w  LAST
KNSUN
LOCATION

COPYRIGNT:I 2% LD, "INiad” Frazer HTIR: )/ WWW.USERFRIENDLY.ORG S

i
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http://ars.userfriendly.org/cartoons/?id=20050417

KK Overview

e RIsks

e Policies and Standards
o Policy Requirements
o Configuration Standards

e Infrastructure and Deployment
e Wireless Security Assessment
e Appendices (Homework)
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X

Policy Requirements

e Prerequisites
o Clear and concise language

o Agreement with Audit (best practices) & Legal (3" party

attacks)

o User awareness and acknowledgement

o Risk aware
- Business accepts ownership of risks
_ Controls are flexible and balanced

o Example

- “Access point encryption keys must have an expiration
period of ninety (90) days or less. If this is not possible by

the system, it must be enforced by organizational controls."

Copyright © 2005 American Savings Bank
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X

Policy Requirements

e Prerequisites
o Information Security Policy
- “Security Is everyone’s responsibility.”
o Acceptable Use Policy
- “Information is not free. It belongs to the company.”
o Information Classification Policy

— “Need to know what it's worth to know how to secure It.”

o Network Security, Firewall, & Encryption Policies
- “All doors need locks.”

Copyright © 2005 American Savings Bank
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X

Policy Requirements

e Prerequisites
o Authentication and Access Control Policies
_ “Resources are controlled based on business need.”

o Mobile and Wireless Policies
- “Portable devices need extra protection.”

o Encryption Policy
- “All locks are not created equal.”

o Remote Access Policy
- “How people on the outside are allowed inside.”

Copyright © 2005 American Savings Bank
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r Policy Requirements

e Points to consider

o Business managers need to do a risk assessment and
determine whether the benefits of having a wireless
LAN in their area outweigh the risks

o Use of only approved and tested wireless base stations
and radios and laptops

o Use of only approved wireless base station, radio, and
laptop configuration standards

o Preventing employees adding wireless base stations
onto the corporate network without requesting

- permission and going through a security process

aaaaa

. 7
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r Policy Requirements

e Points to consider

o Base stations should be treated as untrusted devices
and need to be quarantined before the wireless clients
can gain access to the internal network

o All employees should be trained in the risks of using
wireless (including service issues) and how and where
Information can be safely transmitted

o Wireless access for non-employees should be limited to
public Internet access

o Compliance monitoring must be performed on a regular

‘ basis

aaaaa
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r Policy Requirements

e Points to consider

o Require separate and distinct wireless and wired
networks

o SSID must be configured not to provide any identifying
company information

o All data transmitted wirelessly must be encrypted

o Wireless network activity logging should be
Implemented, reviewed, and maintained

o Wireless networks cannot be implemented without
Information Security Office approval and registration

o Policy (and Standards) should be reviewed frequently —
r at least annually

aaaaa
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(){ Policy Requirements

e Points to consider

o Extended wireless access for employees for business
continuity

o Monitor for unauthorized changes in wireless device
configuration

o Authority to monitor networks to detect violations of
policy

o Conduct scanning for unauthorized wireless devices or
configurations on a regular basis

o Applicable disciplinary action for policy violations

Copyright © 2005 American Savings Bank 40



r Policy Requirements

e Bottom line

o Wireless networks are classified as external, un-trusted
networks and are subject to the same protection
requirements (strong authentication, encryption, etc.) as
would be used to protect corporate data over a public
network

o Employees may be exposed to wireless technology at
work, at home, and/or on the road and must understand
the risks even when they are connecting to public
services

i
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X

Policy Requirements

e Other wireless policy framework components

o Configuration Standards
- Settings
- Coming next
o Design and Implementation
- Architecture
- Coming later
o Monitoring and Review
- Audit
- Coming later

Copyright © 2005 American Savings Bank
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t}( Overview

e RIsks

e Policies and Standards
o Policy Requirements
o Configuration Standards

e Infrastructure and Deployment
e Wireless Security Assessment
e Appendices (Homework)
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r Configuration Standards

e Enable strongest encryption supported (WPA PSK,
128 bit WEP , etc.)

o If using WEP, change default key to a ‘random’ value
o Rotate regularly

e Use ‘meaningless’ naming: SSID, status fields, etc.
e Change default password(s) to ‘strong’ ones

e Deny connections from null’ANY' ESSIDs

e Disable SSID broadcast

e Increase beacon interval to maximum

il
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r Configuration Standards

e Minimize ‘bleed’ beyond physical perimeter
o Reduce signal strength
o Redirect antennas to minimize ‘bleed’

e Increase minimum supported data rate

e Maintain base station and radio software and firmware
patch levels

e Change SNMP community strings
o Makes rogues easier to detect from the wired side

4
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r Configuration Standards

e Set SNMP traps

o Base station reset
o Configuration reload

e Disable all unnecessary protocols on base station

e Disable cleartext protocols for management
o HTTP, FTP, TFTP, Telnet, etc.

e Deny management on wireless interface

e Enable filtering for management on wired interface
o |IP address, MAC address, etc.

. e Manage APs through secure terminal servers

a
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Policies and Standards: Excessive

‘SCOTT

CATBERT:
EVIL DIRECTOR OF
HUMAN RESQURCES

THE REST IS ON PAPER
THAT CAN BE COPLED,
SCAMMED OR TUCKED
DOLWN ONE'S TROUSERS.

E-ranit 00 TIA DS S & & OLCDW

CELL PHOMES LWIITH
CAMERAS ARE BAMMED
FROM THE LMORKPLACE.

LE DON'T LANT YO
TARING PICTURES OF
PROPRIETARY INFOR-
MATION.

PO Eenal Acarea, ine. Dl by UFAL Inc

MOST OF OUR INFOR-
MATION IS IN DIGITAL
FORM AMD CAM BE

E-MATLED ANYLMERE.

MY NEW CELL PHONE
LILL BE REMDERED

USELESS FOR MO GOOCD
REASON|

- L& ;
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t}( Overview

o Risks
e Policies and Standards

e Infrastructure and Deployment
o End User Controls
o Network Controls

e Wireless Security Assessment
e Appendices (Homework)
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t}( Overview

o Risks
e Policies and Standards

e Infrastructure and Deployment
o End User Controls
o Network Controls

e Wireless Security Assessment
e Appendices (Homework)
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End User Controls

e Harden PCs/laptops with wireless interfaces
o Personal firewalls and behavior blockers
o Power-on password + Low level encryption
o Disable File/Print Sharing
o Current anti-virus/-spyware software and definitions
o Updates/patches applied regularly (i.e., via SMS)
o Prevent simultaneous wireless/wired connections
o Prevent Ad hoc associations
o Host-based IDS (log consolidation and management)
o Configure network storage of user files and data

Copyright © 2005 American Savings Bank
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t}( Overview

o Risks
e Policies and Standards

e Infrastructure and Deployment
o End User Controls
o Network Controls

e Wireless Security Assessment
e Appendices (Homework)
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r Network Controls

e Connect base stations to external network segments
o Firewalled DMZ
- Separate open Internet-connected base stations for guests
o Application-level proxy/firewall controls
- Limit types of applications/data made available
o Network IDS
o Anomaly and malicious code detection
o Gateway virus monitoring
o Consider “scan on connect solutions” (quarantine)

- Review all nodes before allowing access
®

| §
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r Network Controls

e Deploy layered encryption options (even WEP)
o Layer 2: WEP (with TKIP & MIC with CCE) or WPA
o Layer 3: IPSEC VPN Tunnel
o Consider user requirements and performance impact

e Strong user-based authentication
o Token-based authentication
o Digital certificates
o Radius
o Kerberos

. o LDAP

a
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r Network Controls

e Other ideas to consider
o Run honeypots/honeynets to measure malicious activity
- home.attbi.com/~digitalmatrix/honeypot/
- www.blackalchemy.to/Projects/fakeap/fake-ap.html
o Setup Web page/SSID warning, “Authorized use only...’
o Vendor solutions

- WLAN IDS
Improving and flexibility
Finally bringing this capability into the AP itself!
— Portal Access (like hotels and airports)
= Taking some of the security burden off of the AP
o Establish means to share scan results w/ “neighbors”

- More “networking” than “network”

Copyright © 2005 American Savings Bank
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http://home.attbi.com/~digitalmatrix/honeypot/
http://www.blackalchemy.to/Projects/fakeap/fake-ap.html

\J = = 2[X]

Session  Edit Wiew Bookmarks Settings Help

root@wifihacker: fopt/auditor/fakeap-0. 3. 2# 1wconfig ath0 mode master
rnntﬂthlhdcher Jfopt/auditor/fakeap-0.3.2# perl fakeap.pl --interface ath® --cha
nnel

TdhEdp 9.3.1 - Wardrivring countermeasures

Copyright lc1 2002 Black Alchemy Enterprises. ALl rights reserved

Value "X" 1invalid for option channel {(number expected)
__1ng interface athi:

Using 4 words for ESSID generation
__1ng 2 vendors for MAC generation

bin/iwconfig/sbin/iwconfig/sbin/ifconfigh: ESSID=airport chan=03 Pwr=D
bin/iwconfig/sbin/iwconfig/sbin/ifconfigl: ESSID=host chan=01 Pwr=D
1“;1h[ﬂ“T1ﬂa-bl“a1hCﬂ“T1ga sbin/ifconfig2: ESSID=Access Point chan=10 Pwr=D
bin/iwconfig/sbin/iwconfig/sbin/ifconfig3: ESSID=host chan=05 Pwr=D
bin/iwconfig/sbin/iwconfig/sbin/ifconfigd: ESSID=host chan=11 Pwr=D
bin/iwconfig/sbin/iwconfig/sbin/ifconfig5: ESSID=Access Point chan=05 Pwr=D
bin/iwconfig/sbin/iwconfig/sbin/ifconfigh: EbeD—dlrpnrt chan=09 Pwr=D
1n,1ucanT1q,_b1n,1ucnnT1q“fb1n,1TcnnT1q?: ESSID= dirpurt chan=11 Pwr=D
bin/iwconfl a-blHaluCDHquﬂiblﬂ;lTCDHTl . ESSID=tsunami chan=01 Pwr=D

ZULIUBUBT D] £ 1U

=-"&" Channels || Mac 5510
. [Cogrd] 1

() D00OCEFEDE24  aiport

C]' QONCCEECSBOS Arocesz Point
(O DO0DOCF3DD52 () O000CEZF274C  hast

() ODOOCE038A05 () ODOOCEOES2H aiport

() DODOCE7FEIDE () 0D0OCECDH38  aiport
) DO0OCESES144

= [l:l;i;l:l] 2

L 3 () D00DOCOBOSS4  tsunami
- [cﬂ:] 5 () 00000C42400E Access Point
C} QO00OC2E3c04 ':::' Q0OOCEESDZ91 -Elirl:ll:llt
r] D O00nnC41 AROE '::]' 0o0ooC2e3C04 ksLnami
" T 00000C70ACES {3 DD0OCE 9606E R kzunarni
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t}( Overview

o Risks
e Policies and Standards

e Infrastructure and Deployment
o End User Controls
o Network Controls

e Wireless Security Assessment
e Appendices (Homework)
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r Infrastructure and Deployment

The Six Ulimate Guiding Principles of Evil

Overlords and Information Securty

tha hero rendgars my high-tach anengy waapons useless, my troops will not
than be overrun by @ handful of savagss with spears and rocks.

[23. | will keap & cachsa of low-tech weapons and traln my troops to use them. I \

125. Should | declde ta kIl the haro In an slaborate sscapeproot

deathirap, | wil not leave him alone Thve minuteg prior fo o
“Imminant™ daath, but will Instead stick around and enjoy -
o

watching my adwarsanys demiza.
L o

DG

inzlde the ahilald they genarate.

(26
2241 will bulld machines which slmply fall when E‘n\] &\5
|~

overloaded, rather than wips out all nearby

henchman In an explogion of worss yet st
off & chaln reacton.

[221. My Torca-fald dg-anurat-:-r:a will be locatad

1. Defense in Depth

d

AMERICAN

Copyright © 2005 American Savings Bank

57



X

Overview

e Risks
e Policies and Standards
e Infrastructure and Deployment

e Wireless Security Assessment
o Sample Statistics
o Online Reviews — Technology/Data
o Physical Reviews - Scanning

e Appendices (Homework)
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e Infrastructure and Deployment

e Wireless Security Assessment
o Sample Statistics
o Online Reviews — Technology/Data
o Physical Reviews - Scanning

e Appendices (Homework)
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r “This Means War...!”

e ...Chalking (45,300 <- 16,201 <- 2,139 hits) \¢'¢
o Springing from humble hobo beginnings...

O

e ...Driving (215,000+SP <- 8,555+SP <- 815 hits)

O

o ...Walking (3,300 <- 711 <- 22 hits) BIKIAVH)HLVEL
o Increasing PDA availability: HP IPAQ, Dell Axim, Tablets
o Equipment easily concealed under clothing

e ...Phishing (well, wi-phishing 10,700 hits)

AMER]QN o Continued use of technology as ID Theft grows

aaaaaaaaaaa
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http://www.blackbeltjones.com/warchalking/index2.html
http://www.wardriving.com/
http://www.wardriver.staticusers.net/
http://www.defect.org/ipaq/

“This Means War...!” |l

FIylng/Stormlng @ 1500’ (1595 <- 269 <- 12 hits)

(San Diego)
(Perth)

Spammmg open SMTP port (225 <- 37 <- 1 hit)

e ...DD0S Zombies (No results, yet!)
e ...(AIr) Jacking (138)

o DoS like attack to “replace” a real AP <
e WorldWide WarDrive (So long and...) |

e DefCon 13 & the 4" WarDriving Contest (just passed)

% o 8 events including “owning” prearranged networks
AMERICAN
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http://arstechnica.com/wankerdesk/3q02/warflying-1.html
http://www.e3.com.au/stories.php?story=02/08/18/7667279
http://news.zdnet.co.uk/story/0,,t269-s2121857,00.html
http://www.worldwidewardrive.org/
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6) A directional anfenna
{8dBi to 15dBi)

7) Acompass

8) Maps {or mapping
programs) of the
Las Vegas area.

FOM AN HOBND
Object: Be the first team to locate the “Fox.”

Sponsored by NetStumbler.org (www.netstumbler.org)

NETSTUMELER. COM

and Michigan Wireless (www.michiganwireless.org)
Michigar: Wfréigss

Date/Time: Saturday, July 31, 18:00-21:00

+ Time limit of 3 hours.

* Teams must be at least two people (driver & RF
person/navigator) and limited to the total number of
people who can safely sit in a single vehicle.

* Mo multiple vehicle teams.



)
q'i é‘l‘t II.'E I?‘l.‘l* {f_n.'p.a 5

W ol ol ok
Ee,

LT
e L

Cinject Be the Biest vo lorate and i the "Ritnmirng kg

apongired by Blackthorn Systerms

e bl ackot e SRR N, S0

JatrTime: Satwrecay, duky 31, 1 3:00-10:00

T o e ol T TR

e Limited to single playes of Tvo- perion Eeams

* Towo peErshn Immes imiest v SO DOQERNEY, r
yal

= Piyyers should realize that this s DEFCOM. s {har

tting wp allowed
means wwithin & minutes of the contesrs stari
approgimately £97 apeafed Bunningfidan weh
sfwers will exist, The organizers cannot cantriol this,
w000 T guei Dot G sk, Besides, it will adid 5o ks
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Ulbjeck: The goal is 1 place a test file [pourmanse, 5310 in 4 sharec
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Fi 'I-\. ol k] .|'_ :i'\-"'.' 1 :TH
# Tirme limit of 3 |
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Statistics - Reported

e Driving/Reading: ‘2600’ (19:2, Summer 02 issue)
o 448 APs, 75 default SSIDs, 26% WEP
o 33 B&N purchases 7Jun02 5:00-6:00 PM

e Driving/Sniffing: DefCon WarDrive Contest, Started 02

o 18t Wardrive identified 1804 APs; 800+ attacks & 35 rogue
APs

o 2" Wardrive identified 2119 APs, 748 default SSIDs, 612
WEP

o 3'9Wardrive expanded to four events with Sponsors

e Flying/Storming @1500’ over San Diego:
o 437 APs , 60% default SSIDs, 23% WEP

: 4
Copyright © 2005 American Savings Bank 6



KK Statistics — Reported I

o WWWD (4" 12 Jun - 19 Jun 04)

o 2 WWWD 24958 APs AN, 28% WEP W, 31% no
WEP/SSID A\

o 3 WWWD 38122 APs AN, 32% WEP AN, 25% no
WEP/SSID

o 4" WWWD 228537 APs A\, 38% WEP AN, 28% no
WEP/SSID AN

o One user alone reported more than 16000 APs

Networks Over Time =~

200,000 ,
125,000
100,000 '

Total Metworls
AR Jdad SyJoml1a]

i i u
14-Jun-04 21 -Jun-04

W Total Metworks W Metworks Per Day
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Statistics - Personal

e No Antenna; Format; # APs , # default SSIDs, # WEP

e Standing: By my apartment window in New York
o 9/13/02: 12 APs, 6 SSIDs, 3 WEP
o 4/20/03: 30 APs, 16 SSIDs, 11 WEP
o 1/10/04: 36 APs, 20 SSIDs, 15 WEP

e Walking: Wall Street (September 03)
o 300+ APs
o Strong, open signals at almost every point along the way

e Relaxing: DefCon 12 (July 04)
o Poolside w/ PDA: 51 APs, 17 DefCon SSIDs, 0 WEP
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r Statistics - Personal

e No Antenna; Format; # APs , # default SSIDs, # WEP

e Standing: By my apartment window in Hawall
o 8/22/04: 33 APs , 24 SSIDs, 4 WEP
o 8/14/05 w/ PDA: 75 APs, 39 SSIDs (Last Names), 30 WEP

e \Walking: San Francisco (September 05)
o Embarcadero to China Town to Union Square
o 800+ APs
o Google free WI-Fi
o My personal favorites: Boardroom and Accenture
i o At the hotel overnight: E-mail and web logins
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e Wireless Security Assessment
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o Physical Reviews - Scanning

e Appendices (Homework)
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KKOnline Reviews

e Track databases
o Online repositories where wardrivers upload files
o GPS data allows for easy mapping
o Standard data formats and conversion tools
o Search for company names, locations, etc.
o www.wigle.net
o http:/lwww.wifimaps.com/

Copyright © 2005 American Savings Bank
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http://www.wigle.net/
http://www.wifimaps.com/
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8 WiGLE - Wireless Geographic Logging Engine - Plotting WiFi on Maps - Microsoft Internet Explorer

File  Edit Miew Fawvorikes Tools  Help

" — it
eBack M > | |£| |§| _l\J P ) Search ‘i_:{Favurites @;t

- wm-[JEH”E 238

fddress |@ https: ffwigle . metfgpsiapsiaPSDE canfirmauery |

Home | Download | Fonams | MapPacks/Trees | PostFile | Duery | Screenishots | State | Uploads | Web Maps | Wik | Logout L

A ddress Matches: 1

[1] coord: 2121189915, -157 86340222

[1] natme: 200 Fort Street 1l

[1] state: HI

[1] zp: 96E1E

Tsing first match, with +- 0.010:

Latitnde: 2130189919 to 21.321859919

Longitude: -157 87540222 to -157 85540222

whowing stations 1 through 136 of this query.

;r:lap netid ssid cotnment name [type [freenet paynet firsttime  flags wep trilat trilong dhcp last

Get 2003- )

== 00:40:96:58 A4 31 infra |7 ? - ?

M 00409658 A4DE 163148 nfra | i 05-11 T 2131764221 157.87129211 " 200

=P 16:21:48

Get 2002- )

Ma 00:04:5a:0e:ed:c3 defanlt EERZ Y 7 06-24 0001 BT |21.31818771 157 86308777 7 20C

—i 19:33:30

Get 2003- .

Map O0:A0ESAE06ES  falcono infra | [ 01-19 I 2131608200 157 86726431 200
13:26:06

Glet 2003- )

[oAS ISR A 5 : 7 il _ 7

R 00025824 4 800 TRsHomelTetwaork infra | i 05-11 T 2131586838 157 26715698 200
16:20:09
El e v

< >

A:é;.hl_.s-.___ e é # Internet
avings Ban| 72
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r Physical Reviews

e Perform regular wireless scans/assessments

o Leverage the same tools and devices as the attackers
- What can you detect, associate to, access and how far away?
- Confirm your policies and configuration standards are in place

o Detect rogue APs violating your policies and standards
- Monitor MAC address changes (particularly for known ranges)
= Keeping in mind changing MAC Addresses to existing ones is easy

- Partner w/PhysSec for ‘walkabouts’ and nightly ‘cart stumbling
= Also w/ Mail Delivery and other Corporate Services
« Staff that already regularly move through an entire facility
= Functions more commonly being integrated to enhance security

i
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Scanning

M Pocket PC

File Zoom Tools Help

F &t o< 11:23

netwark connects me ko

@ The Internet

D Wik,

B If this network connects to work via a VPN,
select The Internet,

1 Settings Eunnect“ Hide |
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,ﬂ Settings

M Pocket PC

File Zoom Tools

Dell WLAN Uility

Help

@ &P oz 11:37

Ackive S5I0s:

'ﬁ:' Profiles Eel:resh

3310

I Signal I Mode I Channel | 3

Skywave, .,
CUTLASS
kodd
Wireless
linksys
linksys

SRR N

a0%s
BE%Y
46%:
45%
F3%
I3%

= e
g

= (e
=" (e

lictictghiclhiclis

1
1
g an
=
1

1

1 T

Skatus | Site Survey | Advanced | Abouk |

M Pocket PC

File Zoom Tools Help

FollwiFiFoFm B &F o2 11:27 €3

Device v STARG1
Read Packet SAIRDAL
Clear List PPTP1

Save Log ASYNCMALCL
Exit L2TP1

Tools|Scan . @
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Scanning

M Pocket PC

File Zoom Tools Help

FollwiFiFoFm B &T 42 11:28 €9

M Pocket PC

File Zoom Tools Help

FollwiFiFoFm B &7 42 11:30 €9

WEP (MALC S5ID L ES
OFF  00:11:50:12:43 0 belkinS4q fx
on 00:00:E5:80:FC: boateway A
Cn 00:13:10:34:65; bustaHome fx
on O0:30BD:FA:9S: chipsz2 fx
On 00115024 7F CUTLASS A_
On o 00:0F:30:50:03; defaulk b
OFF  00:0F:30:5C:02; defaulk f
OfF  00:11:50:12:08: hiratal f
On 00:0C:338:6F:25: Home =
on 00:0F:66:31:A6: househunker b
QFf  O0:0F: 66 FOiFa: linksys a
QFff 00 12:17:ELER:; linksys ar
N I
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M Pocket PC

File Zoom Tools Help

FollwiFiFoFm B &F 42 11:31 €9
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M Pocket PC

File Zoom Tools Help

FollwiFiFoFm B &T 42 11:32 €3

Up

[ Up ]

MR

4]

Log filenarne with path

W WIFLDG

| Aoy

AP Found wway

IHWindDwsmlarmB.wav

2

Scan Tirme ':U

{ms ;500 P

Lisk | GP5 | Radar

Tools Scan =] .

El‘
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Scanning

M Pocket PC

-S| WiFiFoFul

@ L 21132 €3

Port  lcomL:

Baud 4300

[ ¥

4]

4]

[ ¥

Lisk | GP3 | Radar

Tools Scan =] . El*
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M Pocket PC

-S| WiFiFoFul

Background

File Zoom Tools Help

@ 2P 21133 €3

| ooy ]

Colour -
AP Size

[ ] Extended Info

[ ] Dynamically calculate RSSI range

Lisk | GP5 | Radar

Tools Scan =] . El*
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SNMP Scanning

% /SMScan 1.04 -- Copyright © Foundstone Inc. -- http://www.foundstone.com

=100

—IP addresses to scan

Hostnames| P |1 92.163.1.88

| [statie

| EndIP |

19216811

Start IP ﬁ| [192 . 168 . 1

End IP 5“192.158. 1

Read [Pz from fils Browse... |

]
-
. 254

192.168.1.254

[Elear Selected

Elear Al

Scan control

|

192.168.1.11 161 Sun SHMP Agent, SPARCstation-10
132.1658.1.93 161 Sun SHMP Agent, Ulra-30
1921681109 1681 Sun SHMP Agent, SPARCstation-

Fortz scanned: 139/254

—— SNMP portz to scan SHMP community string
P e | o I = I™ | Eandemize scan onder ’
pliblic
T 188 I 1933 Timeout ms) | 3000 i’ | ]
IP | Puart | D ezcription I
192.168.1.3 161 Sun SMMP Agent, SPARCstation-5

Save.. |
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KKScanning

e And for today’s demo...
o What does Netstumbler have to show for itself?
o And the numbers are...
e And, if you find anything, what's next?
o What does a sniffer look like?
o Legal disclaimer applies here

e And size is not an issue...
o PDA w/ integrated Wi-Fi trumps laptop

81



KK Scanning

e And don’t forget the basics
o Standard network scanning
o Nmap
o NEssus
o Tons of other Linux freeware tools
o Thisis easier than it used to be.
o Let's see if we can take a look...

Copyright © 2005 American Savings Bank
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t}( Overview

e Risks

e Policies and Standards

e Infrastructure and Deployment
e Wireless Security Assessment
e Appendices (Homework)
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KKAppendix A

e Default SSIDs
(www.iss.net/wireless/WLAN FAQ.php) :

o Linksys — ‘linksys’
- Default management ID is <blank> and password is ‘admin’
o D-Link - ‘default’

o Netgear — ‘Wireless’
- Default WEP keys include 10 11 12 13 14 and 21 22 23 24

25
o Cisco - ‘tsunamr’
o 3Com - ‘101’

o Lucent/Cabletron — ‘RoamAbout Default Network Name'’
o Compag - ‘Compaq’
o Intel - ‘intel

Copyright © 2005 American Savings Bank 84


http://www.iss.net/wireless/WLAN_FAQ.php

KKAppendix B

e More URLS:
o Air Magnet (assessment tool): www.airmagnet.com
o Wellenreiter (assessment tool): www.remote-exploit.org
o Kismet (assessment tool): www.kismetwireless.com
o Warlinux (boot w/ Kismet): sourceforge.net/projects/warlinux/
o PrismStumbler: prismstumbler.sourceforge.net
o SSID Sniff (assessment tool): www.bastard.net/~kos/wifi/
o Airopeek (sniffer): www.wildpackets.com
o Ethereal (sniffer): www.ethereal.com
o Ettercap (switched LAN sniffer): ettercap.sourceforge.net
o NAI Sniffer: www.sniffer.com/products/wireless.asp
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tKAppendix B

e More URLs (Cont):

o Airsnort (cryptanalysis): airsnort.shmoo.com
o Wepcrack (cryptanalysis). wepcrack.sourceforge.net

o Airtools (cryptanalysis): www.dachbOden.com/projects/bsd-
airtools.htmi

o Isomair (monitoring): www.isomair.com

o AirDefense (monitoring): www.airdefense.net

o Security Recommendations: Www.cisco.com/go/safe/
o Portal: www.wardriving.info

_egal Opinion:; www.wardrivingisnotacrime.org
Hotspots: www.cisco.com/go/hotspots/

Hotspots: www.80211hotspots.com

o O O
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Appendix B

e Even More URLSs:

Hotspots: www.wifinder.com

Hotspots: www.freenetworks.org

Database: www.wifimaps.com

PDA Scanner: dataworm.net/pocketwarrior/
Scanner: www.boingo.com/download/

Netstumbler Detection:
home.atthi.com/~digitalmatrix/nsspyglass/

o MAC IDS: home.atthi.com/~digitalmatrix/airsnare/
o Portal Site: www.wardriving.com
o Mapping site: www.wigle.net

O O O O O O
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Appendix B

e And Finally (for now):

o Map
o Map
o Map

ning Site: www.wifimaps.com
ning Site: www.nakedwireless.ca/home.htm

ning Site: www.worldwidewardrive.org

o Portal Site: www.wardrive.net

o Language: www.warchalking.org

o Stickers: wardriver.staticusers.net

o PDA Scanner; www.aspecto-software.com/WiFiFoFum/
o Packet Analyzer: www.networkchemistry.com

o Network Detection (IP Sonar): www.lumeta.com
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r Appendix C

e WI-FI Protected Access (WPA)
o Industry standard started appearing February 2003
o Enhanced encryption/enterprise authentication

o Auto key generation based on pre-shared secrets

- Temporal Key Integrity Protocol (TKIP)
- New keys every 10K of data, a MIC, and extends IV

o User authentication available thru 802.1x and EAP
- Centrally (Got RADIUS?) plus mutual authentication

o Without authentication server, only Pre-Shared Key
r] o Subset/Interim measure of 802.11i evolution

aaaaa
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Appendix C

Comparing WPA and 802.11i

Basic Service Set

Key hierarchy
Key management
Cipher & Authenticz

TKIP

Source: Wi-Fi Alliance
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Wi-Fi Protected
Access

Implement what is stable
and bring it to market

Continue work on 802.11i
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Appendix C

o WPA2
o Based on the final 802.11i amendment
o Replace WPA’'s RC4 with AES
o Eligible for FIPS 140-2 compliance
o First round of products passed testing 01-Sep-04
o Will require replacement of most access points

o WPA hasn’t even been ‘really’ cracked...yet!
— Only in PSK mode
- How does this cracking thing work anyway...?
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Questions?

Kenneth Newman

Vice President of Security
American Savings Bank
P.0. Box 2300

Honolulu, HI 96804-2300

808.539.7114
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