
Wireless Security
Thoughts on Risks and Solutions 
(or just an Oxymoron?)

Kenneth Newman, CISM, PMP, ITIL/ITSM
Vice President of Security

Disclaimer:        Designed to provoke discussion. May raise more questions than answers..
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What is ‘Wireless’?

Bluetooth Infrared 
(IrDA) 2G 3G

GDPD GPS CDMA PCS

TDMA SMR GSM SMS

GPRS WAP Wi-Fi 
www.wi-fi.com

802.11

a / b / g / i WEP WPA
IEEE

standards.ieee.org/ge
tieee802/802.11.html

http://standards.ieee.org/getieee802/802.11.html
http://standards.ieee.org/getieee802/802.11.html
http://www.wi-fi.com/
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Technical Risks

Completely insecure vendor defaults
No WEP enabled, weak default SSIDs/passwords*, etc.

Native security mechanisms alone limited
MAC filters, disable ‘beaconing’ (SSID broadcast), etc.

Availability of scanning tools to identify APs
Your grandmother probably knows about Netstumbler

Weak, device-only authentication
Spoofing, MITM attacks, & rogue APs
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More Technical Risks

“Much less greasy chips under $20”
or “From Pringles cans to PVC pipes”
www.oreillynet.com/cs/weblog/view/wlg/448/, 
www.cantenna.com/whatis.html

The Accidental Tourist asks “Is there a wireless network…”
Broadcast (“ANY”) or null ESSID
www.techtv.com/screensavers/wirelessandmobiletips/story/0,24330,2185567,00.html

2.4 GHz cordless phone/microwave or ‘Omerta’ DoS for ‘b’ & ‘g’
DoS trivial since disassociation is a single, unauthenticated frame
DOD concerned about more interference with ‘a’ and certain comm 
frequencies

Passive sniffing (management/data frames) almost undetectable
Kismet, unlike Netstumbler, can be very quiet

http://www.oreillynet.com/cs/weblog/view/wlg/448/
http://www.cantenna.com/whatis.html
http://www.techtv.com/screensavers/wirelessandmobiletips/story/0,24330,2185567,00.html
http://www.turnpoint.net/wireless/images/pringlesonstandbig.jpg
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Technical Risks: Open Source
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Even More Technical Risks

Once associated, all traditional network attacks apply
Free HotSpots (opportunity for anonymous attacks)

http://www.nycwireless.net (Bowling Green, Rector Place)
Starbucks (T-Mobile $)
Hotels
Airports
Convention Centers

AP power and signal ‘bleed’
“I can see for miles and miles and miles and miles…”
Networks have been easily accessed “long distance”

http://www.nycwireless.net/
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Technical Risks: Tools: Netstumbler
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Technical Risks: Tools: PDAs

MiniStumbler WiFiFoFum
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Technical Risks: Tools: Kismet
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Technical Risks: WEP

Short (24 bit) IV in key 
Wraps and repeats in data stream

Weak (40 bit on older cards) crypto 
Allowing brute forcing of key

Shared keys w/out regular auto update
Flawed RC4 model allowing key recovery
Only data encrypted and not management traffic
No mutual authentication to protect from rogue APs
Replay/forgery attacks possible 
Wi-Fi Protected Access (WPA) PSK weakness
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Technical Risks: WEP

http://www.hackingdefined.com/index
.php/Tools

A bootable CD!        <image>

http://www.hackingdefined.com/index.php/Tools
http://www.hackingdefined.com/index.php/Tools
http://www.hackingdefined.com/index.php/Image:Dragon_1024.jpg


15Copyright © 2005 American Savings Bank

Technical Risks: WEP

Select a target and 
a channel
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Technical Risks: WEP

Set radio in promiscuous 
mode on same channel
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Technical Risks: WEP

Start capturing traffic

Capture an arp packet…
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Technical Risks: WEP

…and replay it…

…to generate 
more traffic
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Technical Risks: WEP

Cracking a 64-
bit key

128-bit just takes
More packets
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Technical Risks: WEP
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Technical Risks: WEP

The same works
For WPA PSK

Accomplished w/
Dictionary attack
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Technical Risks: WEP

Decrypting traffic 
w/ key is easy
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Organizational Risks

Staff have motive, means, and opportunity
Retail availability: JR Computers, CompUSA, etc.
Very low cost: under $50 for cards (which can act as APs)
Ease of implementation: plug and play (insecure defaults)
Embedded in many new laptops (and PDAs/Tablets)
Difficult and time consuming to centrally detect

Very broad (or ‘Board’) acceptance
Cool and exciting technology everyone wants
Mobility can lead to increased productivity/ROI 
‘Corridor Warriors’
Staff may already be using it on the road 

– hotel, airport, convention, etc.
It may already be in your CEO/COO/CIO’s office…
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More Organizational Risks

Inadvertent roaming to a stronger AP
Easy in densely populated urban areas
Your data could be crossing someone else’s network (or 
visa versa)

– Or just be rerouted through a hostile station
– Staff exposing your data and systems thru public hotspots

Information Leakage thru SSIDs and other fields
Breaking Chinese walls between business areas
Scalability, consistency, and availability

Difficult to deploy securely across enterprise
Lost/stolen devices expose WEP and WPA shared key(s)
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Organizational Risks: Two MACs
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Organizational Risks: Embedded
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Organizational Risks: Rogue APs
Access Point

SSID: “goodguy”

SSID: “badguy”

Stronger or Closer
Access Point

“ANY”
Wi-Fi Card
SSID: “goodguy”“badguy”

http://www.shmoo.com/index.html
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Organizational Risks: Rogue APs

http://new.remote-
exploit.org/index.php/Auditor_main

Another bootable CD!

http://new.remote-exploit.org/index.php/Auditor_main
http://new.remote-exploit.org/index.php/Auditor_main
http://new.remote-exploit.org/index.php/Image:Auditors-mall.jpg
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Organizational Risks: Rogue APs

All Usernames and 
Password collected will be 
stored in /tmp/airsnarf.txt
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Risks: Not Understanding 
Implications

http://ars.userfriendly.org/cartoons/?id=20050417
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Policy Requirements

Prerequisites
Clear and concise language
Agreement with Audit (best practices) & Legal (3rd party 
attacks)
User awareness and acknowledgement
Risk aware
– Business accepts ownership of risks
– Controls are flexible and balanced
Example
– “Access point encryption keys must have an expiration 

period of ninety (90) days or less. If this is not possible by 
the system, it must be enforced by organizational controls."
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Policy Requirements

Prerequisites
Information Security Policy
– “Security is everyone’s responsibility.”
Acceptable Use Policy
– “Information is not free. It belongs to the company.”
Information Classification Policy
– “Need to know what it’s worth to know how to secure it.”
Network Security, Firewall, & Encryption Policies
– “All doors need locks.”
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Policy Requirements

Prerequisites
Authentication and Access Control Policies
– “Resources are controlled based on business need.”
Mobile and Wireless Policies
– “Portable devices need extra protection.”
Encryption Policy
– “All locks are not created equal.”
Remote Access Policy
– “How people on the outside are allowed inside.”
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Policy Requirements

Points to consider
Business managers need to do a risk assessment and 
determine whether the benefits of having a wireless 
LAN in their area outweigh the risks 
Use of only approved and tested wireless base stations 
and radios and laptops
Use of only approved wireless base station, radio, and 
laptop configuration standards
Preventing employees adding wireless base stations 
onto the corporate network without requesting 
permission and going through a security process
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Policy Requirements

Points to consider
Base stations should be treated as untrusted devices 
and need to be quarantined before the wireless clients 
can gain access to the internal network 
All employees should be trained in the risks of using 
wireless (including service issues) and how and where 
information can be safely transmitted
Wireless access for non-employees should be limited to 
public Internet access
Compliance monitoring must be performed on a regular 
basis



39Copyright © 2005 American Savings Bank

Policy Requirements

Points to consider
Require separate and distinct wireless and wired 
networks 
SSID must be configured not to provide any identifying 
company information
All data transmitted wirelessly must be encrypted
Wireless network activity logging should be 
implemented, reviewed, and maintained
Wireless networks cannot be implemented without 
Information Security Office approval and registration
Policy (and Standards) should be reviewed frequently –
at least annually
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Policy Requirements

Points to consider
Extended wireless access for employees for business 
continuity
Monitor for unauthorized changes in wireless device 
configuration 
Authority to monitor networks to detect violations of 
policy
Conduct scanning for unauthorized wireless devices or 
configurations on a regular basis
Applicable disciplinary action for policy violations
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Policy Requirements

Bottom line
Wireless networks are classified as external, un-trusted 
networks and are subject to the same protection 
requirements (strong authentication, encryption, etc.) as 
would be used to protect corporate data over a public 
network
Employees may be exposed to wireless technology at 
work, at home, and/or on the road and must understand 
the risks even when they are connecting to public 
services
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Policy Requirements

Other wireless policy framework components
Configuration Standards
– Settings
– Coming next
Design and Implementation
– Architecture
– Coming later
Monitoring and Review
– Audit
– Coming later
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Configuration Standards

Enable strongest encryption supported (WPA PSK, 
128 bit WEP , etc.)

If using WEP, change default key to a ‘random’ value
Rotate regularly

Use ‘meaningless’ naming: SSID, status fields, etc.
Change default password(s) to ‘strong’ ones
Deny connections from null/’ANY’ ESSIDs
Disable SSID broadcast
Increase beacon interval to maximum
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Configuration Standards

Minimize ‘bleed’ beyond physical perimeter
Reduce signal strength
Redirect antennas to minimize ‘bleed’

Increase minimum supported data rate
Maintain base station and radio software and firmware 
patch levels
Change SNMP community strings

Makes rogues easier to detect from the wired side
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Configuration Standards

Set SNMP traps 
Base station reset
Configuration reload

Disable all unnecessary protocols on base station
Disable cleartext protocols for management 

HTTP, FTP, TFTP, Telnet, etc.
Deny management on wireless interface
Enable filtering for management on wired interface

IP address, MAC address, etc.
Manage APs through secure terminal servers
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Policies and Standards: Excessive
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End User Controls
Harden PCs/laptops with wireless interfaces

Personal firewalls and behavior blockers
Power-on password + Low level encryption
Disable File/Print Sharing
Current anti-virus/-spyware software and definitions
Updates/patches applied regularly (i.e., via SMS)
Prevent simultaneous wireless/wired connections
Prevent Ad hoc associations
Host-based IDS (log consolidation and management)
Configure network storage of user files and data
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Network Controls

Connect base stations to external network segments
Firewalled DMZ

– Separate open Internet-connected base stations for guests
Application-level proxy/firewall controls

– Limit types of applications/data made available 
Network IDS
Anomaly and malicious code detection
Gateway virus monitoring
Consider “scan on connect solutions” (quarantine)

– Review all nodes before allowing access
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Network Controls

Deploy layered encryption options (even WEP)
Layer 2: WEP (with TKIP & MIC with CCE) or WPA
Layer 3: IPSEC VPN Tunnel
Consider user requirements and performance impact

Strong user-based authentication
Token-based authentication
Digital certificates
Radius
Kerberos
LDAP
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Network Controls
Other ideas to consider

Run honeypots/honeynets to measure malicious activity
– home.attbi.com/~digitalmatrix/honeypot/
– www.blackalchemy.to/Projects/fakeap/fake-ap.html
Set up Web page/SSID warning, “Authorized use only…”
Vendor solutions
– WLAN IDS

Improving and flexibility
Finally bringing this capability into the AP itself! 

– Portal Access (like hotels and airports)
Taking some of the security burden off of the AP

Establish means to share scan results w/ “neighbors”
– More “networking” than “network”

http://home.attbi.com/~digitalmatrix/honeypot/
http://www.blackalchemy.to/Projects/fakeap/fake-ap.html
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Infrastructure and Deployment
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“This Means War…!”

…Chalking (45,300 <- 16,201 <- 2,139 hits)
Springing from humble hobo beginnings…
www.blackbeltjones.com/warchalking/index2.html

…Driving (215,000+SP <- 8,555+SP <- 815 hits)
www.wardriving.com wardriver.staticusers.net, 

…Walking (3,300 <- 711 <- 22 hits)
Increasing PDA availability: HP iPAQ, Dell Axim, Tablets
Equipment easily concealed under clothing
http://www.defect.org/ipaq/

…Phishing (well, wi-phishing 10,700 hits)
Continued use of technology as ID Theft grows

http://www.blackbeltjones.com/warchalking/index2.html
http://www.wardriving.com/
http://www.wardriver.staticusers.net/
http://www.defect.org/ipaq/
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“This Means War…!” II

…Flying/Storming @ 1500’ (1595 <- 269 <- 12 hits)
http://arstechnica.com/wankerdesk/3q02/warflying-1.html (San Diego)
http://www.e3.com.au/stories.php?story=02/08/18/7667279 (Perth)

…Spamming open SMTP port (225 <- 37 <- 1 hit)
http://news.zdnet.co.uk/story/0,,t269-s2121857,00.html

…DDoS Zombies (No results, yet!)
…(Air) Jacking (138)

DoS like attack to “replace” a real AP
WorldWide WarDrive (So long and…)

www.worldwidewardrive.org
DefCon 13 & the 4th WarDriving Contest (just passed)

8 events including “owning” prearranged networks

http://arstechnica.com/wankerdesk/3q02/warflying-1.html
http://www.e3.com.au/stories.php?story=02/08/18/7667279
http://news.zdnet.co.uk/story/0,,t269-s2121857,00.html
http://www.worldwidewardrive.org/
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Statistics - Reported

Driving/Reading: ‘2600’ (19:2, Summer 02 issue)
448 APs, 75 default SSIDs, 26% WEP
33 B&N purchases 7Jun02 5:00-6:00 PM

Driving/Sniffing: DefCon WarDrive Contest, Started 02
1st Wardrive identified 1804 APs; 800+ attacks & 35 rogue 
APs
2nd Wardrive identified 2119 APs, 748 default SSIDs, 612 
WEP
3rd Wardrive expanded to four events with Sponsors

Flying/Storming @1500’ over San Diego: 
437 APs , 60% default SSIDs, 23% WEP



65Copyright © 2005 American Savings Bank

Statistics – Reported II

WWWD (4th 12 Jun - 19 Jun 04)
2nd WWWD 24958 APs , 28% WEP , 31% no 
WEP/SSID 
3rd WWWD 88122 APs , 32% WEP , 25% no 
WEP/SSID 
4th WWWD 228537 APs , 38% WEP , 28% no 
WEP/SSID 
One user alone reported more than 16000 APs
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Statistics - Personal

No Antenna; Format: # APs , # default SSIDs, # WEP
Standing: By my apartment window in New York

9/13/02: 12 APs, 6 SSIDs, 3 WEP
4/20/03: 30 APs , 16 SSIDs, 11 WEP
1/10/04: 36 APs , 20 SSIDs, 15 WEP

Walking: Wall Street (September 03)
300+ APs
Strong, open signals at almost every point along the way

Relaxing: DefCon 12 (July 04)
Poolside w/ PDA: 51 APs, 17 DefCon SSIDs, 0 WEP
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Statistics - Personal

No Antenna; Format: # APs , # default SSIDs, # WEP
Standing: By my apartment window in Hawaii

8/22/04: 33 APs , 24 SSIDs, 4 WEP
8/14/05 w/ PDA: 75 APs, 39 SSIDs (Last Names), 30 WEP

Walking: San Francisco (September 05)
Embarcadero to China Town to Union Square
800+ APs
Google free Wi-Fi
My personal favorites: Boardroom and Accenture
At the hotel overnight: E-mail and web logins
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Online Reviews

Track databases
Online repositories where wardrivers upload files
GPS data allows for easy mapping
Standard data formats and conversion tools
Search for company names, locations, etc.
www.wigle.net
http://www.wifimaps.com/

http://www.wigle.net/
http://www.wifimaps.com/
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Physical Reviews

Perform regular wireless scans/assessments
Leverage the same tools and devices as the attackers
– What can you detect, associate to, access and how far away?
– Confirm your policies and configuration standards are in place
Detect rogue APs violating your policies and standards
– Monitor MAC address changes (particularly for known ranges) 

Keeping in mind changing MAC Addresses to existing ones is easy
– Partner w/PhysSec for ‘walkabouts’ and nightly ‘cart stumbling’

Also w/ Mail Delivery and other Corporate Services
Staff that already regularly move through an entire facility
Functions more commonly being integrated to enhance security
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Scanning
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Scanning
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Scanning
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Scanning



80Copyright © 2005 American Savings Bank

SNMP Scanning

Example of SNScan SNMP scan:
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Scanning

And for today’s demo…
What does Netstumbler have to show for itself?
And the numbers are…

And, if you find anything, what’s next?
What does a sniffer look like?
Legal disclaimer applies here

And size is not an issue…
PDA w/ integrated Wi-Fi trumps laptop
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Scanning

And don’t forget the basics
Standard network scanning
nmap
nessus
Tons of other Linux freeware tools
This is easier than it used to be.
Let’s see if we can take a look…
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Appendix A

Default SSIDs 
(www.iss.net/wireless/WLAN_FAQ.php) :

Linksys – ‘linksys’
– Default management ID is <blank> and password is ‘admin’

D-Link – ‘default’
Netgear – ‘Wireless’

– Default WEP keys include 10 11 12 13 14 and 21 22 23 24 
25

Cisco – ‘tsunami’
3Com – ‘101’ 
Lucent/Cabletron – ‘RoamAbout Default Network Name’
Compaq – ‘Compaq’ 
Intel – ‘intel’ 

http://www.iss.net/wireless/WLAN_FAQ.php
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Appendix B

More URLs:
Air Magnet (assessment tool): www.airmagnet.com
Wellenreiter (assessment tool): www.remote-exploit.org
Kismet (assessment tool): www.kismetwireless.com
Warlinux (boot w/ Kismet): sourceforge.net/projects/warlinux/
PrismStumbler: prismstumbler.sourceforge.net
SSID Sniff (assessment tool): www.bastard.net/~kos/wifi/

Airopeek (sniffer): www.wildpackets.com
Ethereal (sniffer): www.ethereal.com
Ettercap (switched LAN sniffer): ettercap.sourceforge.net
NAI Sniffer: www.sniffer.com/products/wireless.asp

http://www.airmagnet.com/
http://www.remote-exploit.org/
http://www.kismetwireless.com/
http://sourceforge.net/projects/warlinux/
http://prismstumbler.sourceforge.net/
http://www.bastard.net/~kos/wifi/
http://www.wildpackets.com/
http://www.ethereal.com/
http://www.sniffer.com/products/wireless.asp
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Appendix B

More URLs (Cont):
Airsnort (cryptanalysis): airsnort.shmoo.com
Wepcrack (cryptanalysis): wepcrack.sourceforge.net
Airtools (cryptanalysis): www.dachb0den.com/projects/bsd-
airtools.html
Isomair (monitoring): www.isomair.com
AirDefense (monitoring): www.airdefense.net
Security Recommendations: www.cisco.com/go/safe/
Portal: www.wardriving.info
Legal Opinion: www.wardrivingisnotacrime.org
Hotspots: www.cisco.com/go/hotspots/
Hotspots: www.80211hotspots.com

http://airsnort.shmoo.com/
http://www.dachb0den.com/projects/bsd-airtools.html
http://www.dachb0den.com/projects/bsd-airtools.html
http://www.isomair.com/
http://www.airdefense.net/
http://www.cisco.com/go/safe/
http://www.wardriving.info/
http://www.wardrivingisnotacrime.org/
http://www.cisco.com/go/hotspots/
http://www.80211hotspots.com/
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Appendix B

Even More URLs:
Hotspots: www.wifinder.com
Hotspots: www.freenetworks.org
Database: www.wifimaps.com
PDA Scanner: dataworm.net/pocketwarrior/
Scanner: www.boingo.com/download/
Netstumbler Detection: 
home.attbi.com/~digitalmatrix/nsspyglass/
MAC IDS: home.attbi.com/~digitalmatrix/airsnare/
Portal Site: www.wardriving.com
Mapping site: www.wigle.net

http://www.wifinder.com/
http://www.freenetworks.org/
http://www.wifimaps.com/
http://dataworm.net/pocketwarrior/
http://www.boingo.com/download/
http://home.attbi.com/~digitalmatrix/nsspyglass/
http://www.warchalking.org/
http://www.boingo.com/download/
http://www.boingo.com/download/
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Appendix B

And Finally (for now):
Mapping Site: www.wifimaps.com
Mapping Site: www.nakedwireless.ca/home.htm
Mapping Site: www.worldwidewardrive.org
Portal Site: www.wardrive.net
Language: www.warchalking.org
Stickers: wardriver.staticusers.net
PDA Scanner: www.aspecto-software.com/WiFiFoFum/
Packet Analyzer: www.networkchemistry.com
Network Detection (IP Sonar): www.lumeta.com

http://www.boingo.com/download/
http://www.wardriver.staticusers.net/
http://www.warchalking.org/
http://www.boingo.com/download/
http://www.boingo.com/download/
http://www.boingo.com/download/
http://www.aspecto-software.com/WiFiFoFum/
http://www.networkchemistry.com/
http://www.lumeta.com/
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Appendix C

Wi-Fi Protected Access (WPA)
Industry standard started appearing February 2003
Enhanced encryption/enterprise authentication
Auto key generation based on pre-shared secrets
– Temporal Key Integrity Protocol (TKIP)
– New keys every 10K of data, a MIC, and extends IV
User authentication available thru 802.1x and EAP
– Centrally (Got RADIUS?) plus mutual authentication 
Without authentication server, only Pre-Shared Key
Subset/Interim measure of 802.11i evolution
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Appendix C
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Appendix C

WPA2
Based on the final 802.11i amendment
Replace WPA’s RC4 with AES
Eligible for FIPS 140-2 compliance 
First round of products passed testing 01-Sep-04
Will require replacement of most access points
WPA hasn’t even been ‘really’ cracked…yet!
– Only in PSK mode
– How does this cracking thing work anyway…?
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Questions?

Kenneth Newman

Vice President of Security

American Savings Bank

P.O. Box 2300

Honolulu, HI 96804-2300

808.539.7114

knewman@asbhawaii.com

khn15@columbia.edu

mailto:knewman@asbhawaii.com
mailto:khn15@columbia.edu
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